COVER STORY
H @ & B

A'Strategic Future:
Drlvmg ESG with

RIS LB
B e RES

ESG and digital transformation are

interrelated and mutually reinforce each

other, working in tandem to promote each IRIB.HEREER (ESG) £

other's success. Both initiatives address IS O BRIE, IRIE

changing stakeholder expectations and 58, WM& 1T Rl A& B R

have a diverse impact on society. MR ME IR 1FHE
BERpEE, HtEESE
ZHERE,

ISSUE 138 + 2024




ncreasingly it has become essential for banks

to align their digital transformation strategies

with ESG priorities. The use of digital tools can
help to reduce environmental impact, streamline
workflows and enhance data security. ESG and
digital transformation should be the topic of on-
going conversations at the top management
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level. At the same time, to remain competitive,
banks need to continue to invest in cutting-edge
technology and drive on-going changes to their
corporate culture.

The rise of global sustainability standards
Initially, when capital markets globalised,

the process by which markets are integrated

with one another was rather segmented, with
disparate national accounting standards making
international financial comparisons challenging.

In 2000, market regulators led by the International
Organization of Securities Commissions (I0SCO)
came together to endorse a new set of accounting
standards - the International Financial Reporting
Standards (IFRS). Something similar has occurred
with sustainability, with the International
Sustainability Standards Board (ISSB) emerging
from the IFRS Foundation. In mid-2023, the ISSB
published a general sustainability disclosure
statement and a specific climate disclosure
standard. 10SCO quickly endorsed these standards,
which led to widespread global adoption. Over the
past year, more than 20 jurisdictions representing
over half the global economy by GDP have moved
to incorporate the ISSB’s global baseline into their
domestic sustainability reporting requirements.
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In Hong Kong, leading banks are actively

integrating digital transformation with
their ESG strategies to enhance operational

efficiency and reduce environmental
impact. ¢e

The European Union (EU) was one of the first to seek alignment
with the ISSB standards. The Corporate Sustainability Reporting
Directive (CSRD) established in June 2022 mandates that the
European Sustainability Reporting Standards would incorporate
the ISSB standards to the greatest extent possible.

In March 2024, Hong Kong’s Financial Services and Treasury
Bureau (FSTB) committed to aligning local sustainability
disclosure requirements with the ISSB standards. This has
been supplemented by Hong Kong’s own ESG strategies, which
have been promulgated in a number of different development
blueprints, including the Environmental, Social and Governance
Guide, as well as a number of private sector initiatives.

In May 2024, the People’s Republic of China’s Ministry of
Finance issued the Exposure Draft of Chinese Sustainability
Disclosure Standards for Business Enterprises - Basic Standard
and Explanation of the Drafting. This draft aims to formulate
the unified China Sustainability Disclosure Standards, based
on the ISSB standards that are aligned with Mainland China’s
context and Chinese characteristics.

The US Securities and Exchange Commission (SEC) has also
acknowledged similarities between the new ISSB standards
and the sustainability reporting framework already in place in
the US. However, the US has stated it will not recognise the
ISSB as an alternative reporting regime - at least for now.

Sustainability - compliance or transformation
opportunities?

Wherever they are based and whatever industry they are

in, listed companies are increasingly obliged to implement
sustainability reporting. However, businesses continue to have
the option to treat ESG reporting as a box-ticking compliance
matter or as an opportunity to drive further digital and
organisational transformation. A recent Thomson Reuters How
to use financial channels to embed sustainability into core
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company operations report found 43% of the organisations
surveyed were allocating more funds to sustainability
reporting than they were investing in actual sustainability
options. This appears to be a missed opportunity, since
companies that integrate sustainability into their operations
are 52% more likely to surpass their competitors in terms of
profitability and enjoy a 16% higher rate of revenue growth,
according to the same report.

Make sustainability part of the company’s DNA
With sustainability issues impacting all traditional financial
channels - revenue, expenses, assets, liabilities and cost

of capital - senior management need to understand how
sustainability can drive performance and enterprise value.

Companies can foster sustainability by updating capital
expenditure (capex) forms to reflect sustainability impacts
and align projects with strategic goals to enhance
environmental and social outcomes. Compliance with the EU
CSRD also necessitates reporting on sustainability’s material
impacts and opportunities, highlighting its potential to boost
performance and enterprise value. Moreover, integrating ESG
considerations into enterprise risk management is becoming
a common practice as it embeds these principles into
organisational culture and operations.
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The use of Al technology to drive sustainability
The 2024 Thomson Reuters Future of Professionals
report found that 77% of respondents in the markets
Thomson Reuters serves believe Al will have a “high or
transformational” impact on their work over the next
five years. What is more, 78% of professionals believe Al
is a force for good.

Just as businesses start to face intense workloads from
the explosion of upcoming ESG regulatory requirements,
technology that facilitates the automation of much

of that reporting has emerged. Al-powered solutions

- especially those within the ESG data infrastructure

- can leverage Al to consolidate scattered data into
reporting metrics accordingly, facilitating regulatory
compliance. The continued development of these types
of Al-enabled technologies will most likely result in
more revenue and greater profitability for businesses
that use the data, and increasingly sophisticated data-
analytics tools to more widely integrate sustainability
into their operations.

Best Al practices

1. Provide training to employees

Employees should also be instructed on what types

of information should not be entered into Al systems

to protect proprietary data. Employees should sign
documents acknowledging their understanding of proper
Al usage guidelines. Ongoing collaboration with IT, legal
and compliance teams can help the organisation to
utilise Al safely and ethically.

2. Partner across the enterprise

Cross-functional collaboration is important when
exploring Al for sustainability purposes. For example,
partnering with key stakeholders including the IT,
legal, internal audit and compliance teams is crucial to
thoroughly evaluate risks and establish proper controls.
This allows for the customisation of cybersecurity and
data privacy safeguards specific to their use cases. It

is also advisable to partner closely with risk functions
to scope out feasibility, mitigate risks and establish Al
tools safely.

3. Engage actively with software vendors

Software vendors will likely have innovative insights
and best practices directly from the forefront, sharing
how Al can help the business reach its ESG and revenue
goals.
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4. Make human review and approval of Al-generated
results mandatory

In the same way as managers review their employees’ work,
humans need to review all Al-generated content before
using it internally or externally.

As Al helps to revolutionise sustainability practices,
companies and banks are at the forefront of technological
integration. By leveraging Al tools for data collection,
reporting and analysis, Hong Kong’s financial institutions
can significantly enhance efficiency and accuracy in boosting
their sustainability efforts.

How digitally mature are Hong Kong’s banks?

The Hong Kong Enterprise Digitalisation Index survey
released in late 2023 stated that Hong Kong’s overall
enterprise digitalisation index was 35.9, which is categorised
as “basic”. The survey revealed while Hong Kong businesses
were aware of the importance of digitalisation and were
adopting digital technologies, many were lagging behind
their foreign counterparts.

Larger Hong Kong enterprises, such as banks, scored
relatively well, scoring 52.4, which is designated as “mature”

according to the index. However, Hong Kong’s average score
was reduced by its SMEs, which registered 33.9 on the index.
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Notably, the type of industry, as well as the size of the
business has a significant impact on digital maturity. The
“Information and Communications” industry, for example,
was rated as the most digitally mature, receiving an
industry digitalisation index rating of 49.3. Meanwhile, the
“Finance and Insurance” industry came in second, with an
index score of 40.

Global surveys show that in various areas Hong Kong lags
behind ESG leaders such as Germany, France, Spain, the
UK and Japan. However, Hong Kong does not appear to be
lagging too far behind. A Hong Kong Trade Development
Council Hong Kong as a Sustainable Business Hub survey,
which solicited the views of more than two thousand
procurementoriented companies, found that survey
respondents recognised Hong Kong as a ready platform
for ESG businesses, with nonlocal respondents giving
Hong Kong an average readiness rating of 7.0 on a

10 point scale.

The urgency for banks to adapt to evolving ESG
standards

Banks that do not adapt to the evolving ESG landscape
risk falling behind in areas such as ESG awareness

and implementation. Issues commonly encountered
when attempting to improve ESG performance include
inadequate ESG reporting, a scarcity of ESG-specific
products and a slow response to market trends. While
Hong Kong lags behind a number of global leaders, there
have been significant improvements in ESG reporting and
product offerings. Hong Kong also shows potential as a
burgeoning hub for sustainable finance.

Leveraging technology for sustainable digital
business processes

In Hong Kong, leading banks are actively integrating
digital transformation with their ESG strategies to
enhance operational efficiency and reduce environmental
impact. For instance, many banks have automated

the audit processes by adopting digital confirmations,
significantly reducing paper use and operational costs,
while improving client satisfaction.

Hong Kong banks also collaborate with Fintech companies
to boost efficiency, which includes providing digital
solutions to connect employees and customers more
effectively. These initiatives demonstrate a strong
commitment to sustainable banking practices and
technological advancements.
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Key factors for successful digital transformation in
banking

To successfully navigate digital transformation, banks need to
adopt a customer-centric approach backed by strong leadership
commitment. By partnering with technology providers, banks
can comply with relevant regulations and standards that help
to protect customer data and prevent fraud. Partnering with
technology providers can also help to ensure robust data
security and privacy measures are in place.

Internally, banks need to establish effective change
management practices to transition smoothly from traditional
to digital operations. Importantly, banks should continuously
evaluate and remain open to adopting new technologies and
approaches to improve their processes and the services they
offer to clients.

How banks are achieving their ESG targets through
digitisation

Similar to their counterparts elsewhere, Hong Kong banks are
leveraging technologies to enhance operational efficiencies while
setting new benchmarks for sustainability and ethical governance.

1. Digital workflow management
Transitioning to digital documents and processes has reduced
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the need for paper, reducing waste and the environmental
impact of printing and physical storage.

2. Digital platforms for green bonds

Banks have developed digital platforms to issue and manage
green bonds more efficiently. These platforms use blockchain
technology to ensure transparency and traceability of funds,
ensuring investments are directed towards environmentally
sustainable projects.

3. Smart building technologies

Banks have reduced their energy consumption by implementing
Internet of Things in their buildings. Smart sensors and
automated optimised lighting systems, heating and cooling,
leading to lower carbon footprints.

4. Al-driven credit scoring

Utilising Al and machine learning, banks have developed more
inclusive credit scoring models that consider alternative data
sources. This allows for fairer access to credit.

5. Blockchain (for compliance and reporting)
Blockchain technology is being used to improve the

66
Hong Kong banks also

collaborate with Fintech
companies to boost efficiency,
which includes providing
digital solutions to connect
employees and customers

more effectively. ¢¢
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transparency and accuracy of compliance and regulatory
reporting. This ensures that banks adhere to ethical standards
and governance practices, enhancing stakeholder trust.

Critical considerations for banks when selecting
technology service providers

As banks increasingly collaborate with technology providers,
understanding how to select the “right” partner is crucial for
success.

1. Leadership and governance

Security, confidentiality, availability, processing integrity and
privacy commitments to user entities need to be documented
and communicated in Service Level Agreements (SLAs),
contracts, additional customer agreements, and the privacy
notice documentation related to the technology platform
service offering provided on the service provider’s company
website.

2. Scoping

Understand the scope of services offered by technology
platform providers and ensure that software is designed to
do what the organisation needs it to do.
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3. Testing

Documented policies and procedures should be created and
maintained to help guide personnel in the change management
process. Every change to a technological resource, such

as operating systems, computing hardware, networks and
application maintenance, should be subject to a Change
Management Policy.

4. Security

When users submit sensitive information via the company’s
website, their information should be protected both online
and offline. Data should be encrypted both at rest and in
transit. Regular internal audits of the information security
management system should be performed by security and
compliance personnel to assess the continuing operational
effectiveness of the controls in place across various IT control
areas.

5. Privacy and confidentiality features

Banks need to understand the information sensitivity policy
from an existing or potential vendor. The policy should provide
clear guidance on how to label, safeguard (controls for access
and distribution), store, dispose of, or disclose data classified as
confidential. Vendors should also have procedures in place to
ensure data is only accessible to staff that need to access it.

6. Maintenance

Banks must confirm any potential technology vendor has a
patch management policy to help ensure software/hardware
products and operating systems patches are up to date and
installed according to predetermined timeframes.

7. Data breaches/recovery arrangements
Ensure any technology vendor under consideration can provide
solid answers to the following questions:

* What precautions does your solution offer to protect
customer data?

» Is data classified as confidential, encrypted and secured as
it is handled, stored, transmitted and destroyed?

» Is there a formal incident response policy defining
procedures to detect, contain and recover from any
potential security and privacy incidents?

» Are policies and procedures maintained to guide personnel
in data backup, recovery, service level performance and
systems monitoring and maintenance processes?

8. Layered service provision
Establish if the vendor is responsible for suitable control
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activities. Does the vendor utilise the monitoring services
offered by the data centre hosting the infrastructure?

9. Security controls (over interfaces with other
software in the system)

All the software and interfaces should go through the same
testing and security controls.

10. Business continuity and disaster recovery

In a crisis, does the vendor have a Business Continuity

Plan (BCP) to assist with managing and handling operations?
The BCP is designed to reduce the risk to an acceptable level
by ensuring the restoration of critical processing urgently
and essential production operations promptly.

As banks in Hong Kong focus on both ESG and digital
transformation, it is vital for their strategies to smoothly
work together to fully support sustainability. As Harsh
JOGANI, Director of Confirmation, Thomson Reuters, notes,
“Digital transformation is critical for banks and financial
institutions to achieve their long-term ESG goals of reducing
paper usage, making sustainable investments, achieving
energy efficiency, making financial services more inclusive,
ensuring transparent and ethical governance is achieved,
promoting awareness through customer engagement and
education.” Most importantly, digital transformation helps to
collect the data required to achieve transparent and accurate
ESG reporting.
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